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ABSTRACT: Proving the efficiency, reliability and security of every
cryptographic algorithm requires extensive cryptographic analysis. In this pa-
per we overview the most used indicators concerning encryption of video files.
In order to perform successful video encryption and cryptographic analysis it
is important to analyze the video structure for further processing.
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1 Introduction

In general, cryptography is an ancient science for secret commu-
nication with transforming messages into unreadable kind, impossible
to read from third parties. Cryptographic analysis has the opposite pur-
pose, to uncover secret messages, restoring their initial look.

In the first signs of cryptography the messages were only text
symbols transformed into different symbols, but later complex of math-
ematical algorithms for message transformations appeared for more suc-
cessful encryption. In modern cryptography the information is mostly
digital, stored and transferred with computer system which inflicts/calls
for different approaches. Encrypting digital data requires processing the
information as a sequence of digits.

Applying a cryptographic algorithm to a specific type of file is
one the most used approaches to prove the properties and the quality

*This paper is (partially) supported by Scientific Research Grant RD-08-
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of the encryption process. Digital video files are widely used for data
information carriers in modern days, which also makes them usable in
encryption algorithms.

Processing video files for their encryption and decryption is re-
lated to the structure of the video files type. The standard digital video
files contain header information (that includes meta data about the file
such as file size, video compression, number of frames, etc.), array of
frames containing static images building the video file. Encryption pro-
cess is focused on transforming the frames, leaving no information of
the original look of the (visual) information.

The other sections of this paper describe the most used crypto-
graphic analysis tests concerning digital video files.

2 Visual Analysis

The visual analysis compares frames from plain video files with
their corresponding encrypted files. The goal of this test is to see with
naked eye if there is any similarity between the compared frames. The
good cryptographic algorithms successfully transform the encrypted
frames without any trace of color values of the original pixels from the
plain files. This can be achieved by replacing the color value or/and
changing pixels positions. The replacement process is called substitu-
tion and the position changing process is called permutation. Those
processes are often realized by using pseudo-random generators (PRG)
[14, 15, 16] for chaotic pixel value and position changing. PRGs [10,
12, 17] provide endless bit stream used for extracting random numbers
for color and/or position values.

Video encryption algorithms are implemented to work with video
files with gray scale color (8 bit color) or color videos with RGB color
scheme (8 bits for Red color, 8 bits for Green color and 8 bits for Blue
color).

Figure 1 represents the results of encryption algorithms for gray
scale video files from Ref. [18] and color video file from Ref. [7].
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(a) Plain gray scale video frame (b) Encrypted gray scale video frame

(¢) Plain color video frame (d) Encrypted color video frame

Figure 1: Visual Analysis - comparison of video frames

3 Key-space Analysis

One of the most important elements of every cryptographic sys-
tem is the secret key. Usually the secret key is composed by the initial
variables of the cryptographic system and the variety of the possible ini-
tial values builds the key-space. According to the IEEE floating point
standards the key-space should be greater than 2'% to be considered
large enough to withstand against brute-force attacks. Usually the cryp-
tographic systems are based on PRGs and the key space is entirely com-
posed by the initial values of the used pseudo-random generator.
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Table 1 gives examples of obtained key-spaces in cryptographic
systems.

Reference | Key-space | Reference | Key-space
Ref. [13] 2126 Ref. [11] 214
Ref. [5] 2172 Ref. [2] 2179
Ref. [3] 219 Ref. [4] 2199

Table 1: Key-space Analysis

4 Histogram Analysis

The histogram analysis compares the frames (processed as im-
ages) of plain video files with their corresponding encrypted frames.
Image histograms represent the tonal distribution of the colors in the
images.

Figure 2 is an example of histogram analysis of a color image.
Figure 2(a) represent red color distribution and Figure 2(b) - red color
distribution after the encryption. Figures 2(c), 2(d), 2(e) and 2(f) show
the corresponding Green and Blue channels.

Other examples of histogram analysis are proposed in [6, 8, 9]

5 Correlation Analysis

The correlation analysis is a statistical test assessing the values’
dependence. This test can be applied to video encryption algorithms
with the adjacent pair of pixel values of the encrypted frames. The cor-
relation analysis is performed by calculating the correlation coefficient
values which are always in range [—1, 1] and if the values are between
|1,0.7| it is considered that we have strong dependence between the ini-
tial values, if the correlation coefficient is between |0.7,0.3| we have
medium dependence between the measured values, and if the corre-
lation coefficient is between |0.3,0] we have weak dependence of the
initial values. When the correlation coefficient is very close to zero it
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Figure 2: Histogram Analysis - comparison of Red, Green and Blue
channels of a plain and encrypted image

is considered as absence of dependence between the measured values,
which is indication of strong encryption.
Correlation coefficient can be calculated as follows:

) . Cov(x,y)
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Y LS s
N3 7



Dimitrov G. and Kordov K.
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N is the number of pixels processed from a frame (plain or en-
crypted), x; and y; are the values of corresponding pixel colors of both
files, X and y are mean values of pixel colors for each frame, and cov(x,y)
is covariance between both files.

Reference | Direction | Plain | Encrypted
Ref. [18] | Horizontal | 0.9671 0.00251
Vertical | 0.9655 0.00237

Diagonal | 0.9683 | 0.00198

Ref.[19] Vertical | 0.9655 0.00237

Diagonal | 0.9683 0.00198

Ref. [1] Horizontal | 0.9452 -0.0112
Vertical | 0.9471 -0.0813

Diagonal | 0.9127 0.0009

Table 2: File size comparison

Table 2 demonstrates that the values of the adjacent pixel colors
have strong dependence before the encryption and have no dependence
after the encryption (close to zero) which is indication of good crypto-
graphic properties.

6 Information Entropy

In general, the entropy is statistically calculated value that mea-
sures the uncertainty in information theory. Concerning video frames,
information entropy measures the probability of certain pixel value ap-
pearance. Entropy is calculated as follows:
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N
(2) H(X) = —) p(x;)logap(x:),

i=0
where X is a variable , p(x;) is function of the probability of x to have
certain value - x;. Colors values of every pixel of the frame can be from
0 to 255 for every color of RGB scheme. For truly chaotic system the
best value of entropy is H(X) = 8.

Reference | Entropy of plain file | Entropy of encrypted file
Ref. [19] 6.234655 7.997266

Ref. [9] 7.4318 7.9968

Ref. [1] - 7.941

Table 3: Information Entropy Analysis

Table 3 shows the encrypted files have Information Entropy value
very close to 8, which is indicator of chaotic information behavior.

7 Number of Pixel Change Rate (NPCR) and Uniform Av-
erage Change Intensity (UACI)

As a part of differential analysis Numbers of Pixel Change Rate
(NPCR) and Uniform Average Change Intensity (UACI) are indicators
that measure the difference between compared frames from plain video
file and the corresponding frames from encrypted video file. NPCR and
UACIT are calculated as follows:

Y e DG, )
W x H

(ZIHZI RICY) CZ(l ”') % 100%

i=0 j=0

3) NPCR =

x 100%,

4) UACI=
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where W and H are width and height of the frames.

Reference NPCR UACI
Ref. [8] 99.5850 % | 28.6210 %
Ref. [9] 99.6149 % | 13.8349 %

Table 4: NPCR and UACI

Table 4 represents some of the obtained results of cryptographic
algorithms. The difference of the plain and the encrypted file is almost
100%.

8 Conclusion

Cryptographic algorithms are designed for information security.
Part of developing a new encryption models is proving they are reliable
enough. This can be achieved by applying the algorithm to the specific
file types for further cryptographic analysis. One of the used file types
are digital video files.

In this paper we overview the base cryptographic properties for
evaluation of the video encryption schemes such as visual analysis, key-
space, histogram analysis, correlation analysis, information entropy,
Numbers of Pixel Change Rate and Uniform Average Change Intensity.
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